3GPP TSG-SA3 Meeting #107-e 	S3-220997
e-meeting, 16 - 20 May 2022

Source:	Qualcomm Incorporated	
Title:	CR to ProSe TS – An update on MIC calculation for discovery message
Document for:	Approval
Agenda Item:	4.7
1	Decision/action requested
This contribution proposes to update the text in A.6 in TS 33.503.
2	References
[1]	TS 33.503: “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)”
3	Rationale
This contribution proposes to update the input parameters for MIC calculation in A.6. The proposed changes are as below:
- The title is updated to differentiate from the MIC calculation for DCR message.
- The inputs P0 (Message Type) and L0 are deleted. Instead, the Message Type is included as part of discovery message in P1 in the proposed changes.   
- In P1, the MIC value field is set to all zeros in discovery message. This is to improve message processing efficiency when receiving UE calculates the MIC from the received discovery message in case a MIC IE is placed in the middle of the message. 
4	Detailed proposal
***** START OF 1st CHANGES *****
[bookmark: _Toc454463021][bookmark: _Toc97537602]A.6	Calculation of MIC value for discovery message
When calculating a MIC using the Discovery Key for open discovery or the DUIK for restricted discovery, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [8]:
[bookmark: _Hlk94277214]-	FC = 0xYY.
-    P0 = Message Type (see TS 24.554).
-	L0 = length of above (i.e. 0x00 0x01). 
-	P1 P0 = UTC-based counter associated with the discovery slot.
-	L1 L0 = length of above (i.e. 0x00 0x04).
-	P2 P1 = discovery message excluding the Message Type and UTC-based counter LSBwith the MIC value field set to all zeros.
-	L2 L1 = length of above.
The MIC is set to the 32 least significant bits of the output of the KDF.
The Discovery Key, DUIK, Time parameter and discovery message follow the encoding also specified in Annex B of TS 33.220 [8].
***** END OF 1st CHANGES *****

